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Prerequisits What do you need?
» Windows server in the black network with a configured WSUS service.

This server needs access to the Microsoft websites in order to download e WSUS Export Server
updates. e WSUS Import Server
» Windows server in the red network with a configured WSUS service. * Fox DataDiode solution:
« Ensure that the advanced synchronization options on WSUS Export - Fox DataDiode software
Server matches the settings on WSUS Import Server as described in - Two proxy servers
Microsoft guidelines [Link 1]. - Hardware Data Diode
* The Fox DataDiode must be configured with two valid CIFS shares.
Links
Technical details
Step 1: Regularly update the WSUS export server with new updates from 1. WSUS Setup Disconnected Network: http://technet.microsoft.
Microsoft com/en-us/ library/cc720512(WS.10).aspx
Step 2: Periodically export the WSUS-database to a .cab file 2. Robocopy: http://en.wikipedia.org/wiki/Robocopy

Step 3: Periodically mirror the updaterepository and WSUS-database
export to the CIFS server on the Black proxy
Tip: Step 2 and 3 should be executed sequentially and could be run
from a batch file. Use of robocopy [Link 2] is recommended.
Step 4: The black proxy sends the data to the red proxy over the hardware
datadiode
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Step 5: The red proxy server uploads the update-repository and WSUS-
database onto the WSUS import server Fox-IT
Step 6: Update the update repository and import the uploaded WSUS- Olof Palmestraat 6 P.0 Box 638
database 2616 LM Delft 2600 AP Delft
Step 7: The Microsoft workstations and servers can update their software The Netherlands

on the WSUS server in the red network

t  +31(0)1528479 99
The Fox DataDiode, a perfect 100% secure solution, transfers data f  +31(0)1528479 90
-online, in real-time and continuously- between two networks of e datadiode@fox-it.com

varying security levels without compromising the security of the
receiving network. www.datadiode.eu
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